Azure Health Check




Take control with informed Azure decisions

Bring visibility and clarity to the cloud landscape with in-depth analytics aligned to FinOps lifecycle stages.

S Clarity on Azure Billing
s s £ e S (AN

Make sense of your usage and fixed
contract costs through Surveil’s
powerful analytics and forecasting
capabilities.

£140,904 £11,367

| PR ST . Tag v Teg Tag -
Al Optimisation Recommendations 0 ol = ¥
Owerview of Azure Al optimisation opportunities indicating high and low estimate save ran This includes high-level overview of rec Jations for
ices, and Virtual machine optimisation. ™ e

Reserved Instances, Idle & Oversized Resources, Hybrid Benefits, Zombie Resources, UAT/DEV and Test

Our Expert Recommendations Engine
(EREN)’s ready to help drive cost
optimisation.

] Cost Strategies

Investigate and adapt spend to your
changing cloud landscape.

[ ]
Cost Forecast
Forec Cumulative Forecast Based on Previous 3 Months Average Cost -

= | Investigate and adapt spend to your
|||||| 7 7 = changingcloud landscape.

End Forecast Cost - Last 12 Months
£135,964

¥ [ ]
Virtual Machines Savings Plans (SP)
Savings plans look at usage (quantity/hours) for Vinual machines in the last 30 days, running in AZure modem subscriptions, where o ute is
running on Reserved Instances (RI). Save & calculated as difference between compute hours as is and running on a savings plan " wi
—y— Res ommendatio hange Advaed  SMosih  IVSP% Saves 1Y 5P Tola Ve e ¥ 5P ot T T
Average Cost Saves Morriy Mo Saves v Manth Moniily

Use Al tagging to align IT billing with
business categories and link resources to
business contexts, empowering FinOps
=l ] cost control activities.
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Best Practices

Maximise the impact of your latest
deployment by knowing what questions to
ask around resilience, security,

optimising usage and cost, and much more.




Smart M365 Optimisation

Cloud optimisation can take many forms — cost, productivity, adoption; We're ready to drive them all.

) Contract Summary
License Top 10 [ e s e i R S
A view of of the license spend by category with a breakdown of the assigned potential savings

Renewal Planning

Use relevant recommendations to

Convert Waste to Value

Year 1 Perlod:  01/03/2023  01/02/2024

ﬂﬂﬂﬂﬂﬂ ed License Spend

£110,975 g £112,044
¥1 Commit Cost ¥1 Reservation Cost ¥1 Paid 7 st ¥1 Total Cost

Total License Investment Total License Invest ment % Z
£42,851 (7 357 f 62% 0 38%

License Breakdown - Top 10

License (Category) Unit Cost Per Month

10.60
32.08
583
16.00
B.75
4568
B.24
86.18
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Menthly Investment

N
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Cost Optimisation Summary

Manage, improve, and contextualise
cloud spend with FinOps.

Ease of Visibility

Identity Lifecycle and License Operations

£113,866
¥2 Total Cost

£116,756
¥3 Total Cost

secure savings averaging 18-37%

Manage Leavers

oot o3 T | e | wims | Demystify the Microsoft environment o Reduce the cost and risk of leaver
| T N with easy-to-understand dashboards accounts.

....................................

Product Activation Summary
mmary of actvation of deskiop products on devices as enabled by Lic
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Drive Adoption

Leverage usage and adoption trends
to drive M365 change programmes
and maximise ROI.

Monthly Calls and Meetings in Teams Daily Call and Meeting Count in Teams

Monthly Private Chat Message Count in Teams

1000
= .- 1K
. i E::
Se Oct 2023 Nov 202

Jul 2023 Aug 2023 p 2023 23 Dec 2023

Daily Private Chat Message Count in Teams

Improve Productivity

Make operational improvements and
understand the impact of change on
employees.



Al Optimisation Recommendations

Summarised view of all savings opportunities across a number of technical categories

Saves - Low Estimate Saves - High Estimate Est. Monthly Saves Est. Annual Saves

Optimisation Opportunities 4.99% 12.21% £583 - £1,426 £6,996 - £17,114

Virtual Machine Optimisation (6)

Reserved Instances (6)
(} £9,067 Annually £645 Annually

Hybrid Benefit (4) ldle & Oversized (25)

@ £48 Annually J g £6,061 Annually

UAT, DEV and Test Services (3)

£225 Annually

Zombie Resources (66)

JIL £1,068 Annually




Cost Overview

Summarised view of the Azure bill excluding Marketplace and Reserved Instances

EOM forecast is 0.40% vs PM when

= o averaging forecast methods based on ...
. 5~ £
| . ;
Monthly Cost Trend
Total Subscriptions Cost in Last 12 Months Cost in Previous Month 163K
Average Cost™2.7K 13.1K 12.6K
11 £136 775 £11 682 . -0 @-= - 114k~ H:7K
I ] 12.7K ® o
f 11.8K 115K
@ from 01/07/23 to 31/05/2024 @ from 01/05/24 to 31/05/2024 ol 209 et 2003 oo por 2024

Top 5 - Total Cost by Meter Category

Run Rate by Subscription (Top 10)

Year 2023 2024
Subscription | Location | MeterCategory | Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May
Resource

gbl_prodne_services (4d6ecO) 5,901 4,633 3,774 4,222 4,399 4,205 4,543 4544 4,379 4,323 4,268 4,294 53,485
gbl_produs_services (4f801d) 4,148 3,852 3,646 3,602 3,322 2881 2,798 2,788 2880 3,170 2957 2,690 38,733 el Backup
gbl_testdev_services (4c4b53) 3,346 4,737 3,360 3,299 2,654 2,687/ 3,176 2948 2,314 2,333 2,155 2,515 35,523 16K Application Gateway
gbl_prodexact_services (dae959) 621 636 631 625 663 645 654 652 642 771 732 812 8,085
gbl_prodsurveil_services (€37215) 568 585 584 566 582 564 581 577 546 571 529 581 6,833 Virtual Machines
bdo_testdev _services (1eabfd) 263 282 273 274 304 283 272 270 269 273 272 277 3,313
gbl_devexact_services (8d28b2) 245 247 243 240 257 248 242 244 230 246 239 250 2,932 oK 20K 40K
gbl_gaexact_services (a9ff72) 182 184 180 178 191 185 183 181 171 183 178 186 2,181 Resources Added by Month
ITEXACT PAYG (a7a078) 58 60 59 58 60 82 176 176 72 75 69 76 1,021
(4d6ec0) 0 0
(4f801d) 0 0
Total 15,330 15,214 12,750 13,064 12,433 11,781 12,625 12,381 11,504 11,945 11,398 11,682 152,105

Jul 2023 Oct 2023 Jan 2024 Apr 2024



Cost Forecast

An overview of the current spending with projected spend and option to project costs based on cost variation

Year to Date

£70,057

Previous Month

£11,682

Month to Date

£11,148

Month End Forecast

End-of-month forecast shows a 3.37%
variation between straight-line and
linear regression methodes.

32 Days in forecast period

Year End Forecast

End-of-year forecast shows a 9.75%
variation between straight-line and
linear regression methods.

7 Months in forecast period

Linear Regression Month End Forecast

£11,531

Straight Line Month End Forecast

£11,926

Linear Regression Year End Forecast

£127,325

Straight Line Year End Forecast

£140,380

D

End of Month (EOM) is based on:
linear regression looking at
all billing data available (6
months)

Straight line forecast based
on the average of the last 30
days average cost
(changeable)

End of Year (EQY) is based on:
linear regression looking at
all billing data available (12
months)
Straight line forecast based
on the average of the last 3
months daily average cost



Overall Cost...

Overview of which services have contributed the highest % of change in cost between the previous month and the month before that

Cost Comparison of Changes Between

. S8

- 04/2024 and 05/2024
Cost Changes Contributors (Top Decrease) Cost Changes Contributors (Top Increase)
Meter Category Currency Cost % Change PM- | Cost PPM | Cost PM Cost Meter Category Currency Cost % Change PM- | Cost PPM | Cost PM Cost
Change PPM (Avg. day (Total (Total change to Change | PPM (Avg. day (Total (Total change to
PM-PPM cost) Month Month last PM-PPM cost) Month Month last
(Avg. Day Cost) Cost) Previous (Avg. Day Cost) Cost) Previous
Cost) Month Cost) Month
(PM-PPM) (PM-PPM)
Storage f -0.26 ’1’ -0.4% 1,897 1,952 55 Power Bl Embedded f 2.50 1‘ 2.3% 3,261 3,447 186
Application Gateway f 1407 ¥ -23.7% 1,778 1,401 -377 Virtual Machines f 235 4 10.0% 703 799 96
Automation f -0.02 ’1’ -28.3% 2 1 0 Virtual Network f 2.00 1‘ 21.9% 273 344 71
Key Vault f 032 ¥ -98.3% 10 0 -10 Microsoft Defender for £ 093 4P 5.8% 483 528 45
Total £ -14.67 -11.9% 3,687 3,355 -332 Cloud
SQL Database f 0.88 4 4.7% 563 609 46
Azure App Service £ 059 4 4.0% 442 475 33
Load Balancer f 042 'f‘ 6.0% 210 230 20
Azure Bastion £ 034 4 6.4% 159 175 16
Bandwidth £ 033 4 56.3% 18 28 11
Azure Cognitive Search £ 027 4P 7.5% 110 122 12
Azure Kubernetes £ 026 4 7.2% 109 121 12
Service
Container Registry f 0.14 4 5.7% 73 79 7
Service Bus f 013 4 26.3% 15 20 5
Total £ 11.59 4.5% 7,711 8,327 616

Previous Previous month (PPM) 04/2024 and Previous month (PM) 05/2024



Azure Tag...

An overview of Azure tagging to help assess tag implementation across the organisation

Tagged / Untagged by Azure Tag and Location

Not Tagged @Tagged

D

200 Tagging is used in Azure to classify
resources into categories for
classification, grouping, billing etc.

100 Low tagging coverage may indicate

5 lower maturity in management of the
latform. Moving to targeted taggin
I I UI 157 1OI 510 54 53 45 44 45 3 35 11 11 1 12 3 P J J 9919
0 — — — —_ — — - - = — could enhance management of the
P \s&“ S ® U= SR RN P AL N R LI N S LN C DY TR R environment
N O O O & S RRCIPR RS RS oS O © e O & A &S © '
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N ¢ N
Q 0 0
v 0
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Azure Resources ,
Total Resources in Resources not
: Tagged Resources '
Represents all resources in Azure Azure Untagged Resources tagged gg Resources with 1 tag

(All categories) during the billing

749 524 | 7.48%



Reserved Instances Overview

Overview of Azure Reserved instances across both EA and CSP environments

Current Reserved Instances Recommended Reserved Instances

Active Reservation Low Save Estimate High Save Estimate
/J Orders Last Month %
e £500

3 g £756

VMs Reserved Last
Month

=

17

WNhe
W

8 Reservation Orders active in billing data in the previous month with 17 total devices active in those Reservation
Orders (RO). A RO can contain a selection of Subscriptions, Resource Groups etc., therefore the number of VMs will
generally exceed ROs.

Saves of between £256 and £384 of the monthly VM spend (£621) can be achieved by implementing Reserved
Instances (RI). (Average saves of 43.89% to 63.33% on 1 and 3 year Rls respectively

Virtual Machine (Monthly: £256) Premium Disk (Monthly: £0)
(Per Year: 3,076) Reserved Instances (Per Year: £0)
SQL and Synapse (Monthly: £0) Azure App Services (Monthly: £50)
Reserved Instances (Per Year: £0) (Per Year: £602)
DataBrick Reserved (Monthly: £0) Cosmos DB (Monthly: £0)

Instances (Per Year: £0) (Per Year: £0)




Azure Databricks

Overview of costs related to Databricks

£ p

Databricks Costs (Previous Month) Databricks % of Total Spend (Previous Month)
%

£0 0.00%

(i) Databrick costs, £0 between 06-2023 and 05-2024 (D Databricks % of total spend, 0.00% between 06-2023 and 05-2024

Cost by Month Cost by meterCategory (Previous Month)



Azure Kubernetes Services

Overview of costs related to Kubernetes services

£

Kubernetes Cluster Count Kubernetes Costs (Previous Month) Kubernetes % of Total Spend (Previous Month)

12 £3,296 28.22%

b

Cost by Month Cost by meterCategory (Previous Month)

3719

3,500 3296
3137
3,000 -
monthly cost: 2,731
2513 oaa==-
2,500 S el
2,000
1630
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1,000
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Azure Services

Cost breakdown of high-level Azure services by meter category

Top 10 Service Trending

15K
10K
5K

OKl.....llIIII

Jul 2023 Oct 2023 Jan 2024 Apr 2024
UsageDate

cost

meterCategory
@ Application Gateway

Azure App Service
@ Backup
® Log Analytics
@ Microsoft Defender for Cloud
@® Power Bl Embedded
®SQL Database

@ Storage
@® Virtual Machines

@® Virtual Network

MeterCategory Costs from 06-2023 to 05-2024

%Grand Total Cost

meterCategory

Power Bl Embedded

Cost Trend

v

Storage 21,526 142% 1INEINNENEN]
Backup 15,972 105% llNNNauunnns
Application Gateway 15,515 102% suasninnllll
Virtual Machines 12,177 8.0% Ill-.-------
SQL Database 6,469 43% i
Microsoft Defender for Cloud 5,991 3.9% ““““l“l
Virtual Network 5,954 39% pranailli..s
Azure App Service 5,358 3.5% ““““l“l
Log Analytics 5,348 3.5% [l

Load Balancer 2,714 M [TITTTTTT
Azure Bastion 2,057 1.4% ““““I“I
Azure Kubernetes Service 1,420 0.9% BIRRRRRRRNNE
APl Management 1,382 0.9% THINNERNNINN
Virtual Machines Licenses 1,045 07% _....11II}
Azure Cognitive Search 982 0.6% “““|||“|
Microsoft Entra Domain Services 693 0.5% ““I“I
Container Registry 639 04% peaanmnillill]
Redis Cache 392 03% THINRERNNINN
Service Bus 184 0.1% NHENNNaANNNI
Bandwidth 03 01% . anuall
Sentinel 67 O TTTTTTT ]
Azure Monitor 31 OXOZS——
Cognitive Services 17 0.0% __I_.
Key Vault 12 00% 1
Total 152,105 100.0% [iRNRENRNRNE



Azure Secure Score

High level overview of the Azure Secure score with a view of resource health breakdown by Domain

Top improvement category is:

Healthy / Unhealthy Score By Subscription Name

v Remediate vulnerabilities

Secure Score @ Healthy Resource @ Unhealthy Resource

o) (Out of a total of 15 controls)
5 7 ® 2 9 /o gbl_testdev_services

Microsoft Azure Sponsorship
Secure Control

Secure Control Name Current Score  Max. Score  Secure Score %  Weight
v

gbl_prodexact_services

gbl_prodne_services

Enable MFA
Secure management ports 56 31 gbl_devexact_services
Encrypt data in transit 37 61
: : gbl_produs_services
Restrict unauthorized network access 32 44 72.7% 60
Manage access and permissions 36 56 64.6% 31 gbl_gaexact_services
Enable encryption at rest 19 48 38.9% 49
Enable endpoint protection 5 16 33.8% 28 bdo_testdev_services 19
Apply adaptive application control 6 24 25.4% 29 gbl_prodsurveil services [RFIEE
Remediate security configurations 6 36 15.9% 36
Enable auditing and logging 1 11 13.4% 38 ITEXACT PAYG I
Protect licati inst DDoS attack 0 10 4.0% 11
FOLEEt appTications agains O attatios ° Visual Studio Enterprise Subscription — MPN Martin Deufel
Remediate vulnerabilities 1 54 2.7% 39
Apply system updates 0 48 0.0% 32 Omly related services
Enable enhanced security features 0 0 0.0% 21
Visual Studio Enterprise Subscription — MPN ERI¢
Implement security best practices 0 0 0.0% 104
Total 341 595 57.3% 584 MCPP Subscription I

o
Ul
o

100



